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• Rail transport is covered by the Directive on Security of Networks and

Information Systems (NIS Directive) and its proposed revision

• By December 2020, 73 Operators of Essential Services had been designated

in the rail sector

• In October 2019, the Commission organised a sectoral workshop to discuss

NIS implementation:

• NIS was found to be an appropriate framework for rail; although differences of

implementation among Member States were noted

• Time to be given for ongoing sectoral initiatives to deliver (in particular TS

50701)

• Importance of cyber-awareness, cyber-skills and exchange of information, etc.

Rail cybersecurity: Legislative framework



Cybersecurity awareness

• The “human element” tends to be the weakest in the

cybersecurity chain…

• People see cybersecurity as an IT issue only

• They do not know or do not always adhere to corporate

cybersecurity policies

• … And the attackers know how to exploit this 

vulnerability

• DG MOVE’s contribution: the development of a Transport Cybersecurity 

Toolkit

• Provide transport staff with a knowledge base of good principles of 

cyber-hygiene

• Strengthen cyber-awareness in transport companies



Architecture of the cybersecurity toolkit

Awareness Material

Transport Cybersecurity Toolkit

Cyber Threats
(Threat landscape)

and

Good Practices
(Security Measures and Controls)

LEVEL I
 General principles and guidance for generic transport staff

 Basic level (Level I), which will address the cyber-hygiene 

applicable to all transport staff, who interacts with Information 

Technology (IT) companies and Operation Technology (OT) 

systems

LEVEL II
 Good practices of cyber-hygiene and mitigation actions

 Advanced level (Level II), which will address transport staff, 

who is in charge of managing security risks

Transport 

Sectors



Cybersecurity toolkit: Level I

Top Threat no.1 – Malware Diffusion

The dissemination of a software designed for intentionally damaging computers,

servers, clients or networks.

Top Threat no.3 – Unauthorised Access and Theft

Unauthorised access, appropriation and exploitation of critical assets

Top Threat no.2 – Denial of Service

Flooding the targeted host or network with traffic until it crashes preventing users

from accessing, due to the actions of a malicious cyber threat actor.

Top Threat no.4 – Software manipulation

The process of changing software data for malicious reasons.

• ‘Basic level’

• Targeted audience: all transport staff across all modes

• Four main threats are identified:





Cybersecurity toolkit: Level II

Identify

Cybersecurity 

Threats

Detect 

Cybersecurity

Threats

Protect Against 

Cybersecurity 

Threats

Respond to 

Cybersecurity 

Incidents

• ‘Advanced level’

• Modules specific to different

modes of transport: aviation,

maritime and land

• Targeted audience: 

(cyber)security practitioners

• Identify, Protect, Detect, 

Respond





• Toolkit published on 16 December

2020 (available here) together with an

awareness poster (available here)

• Diffusion through the Commission

groups on transport security

• Translations planned for 2021 so as to

facilitate widest dissemination

possible

Cybersecurity toolkit: status & next steps

https://ec.europa.eu/transport/sites/transport/files/cybersecurity-toolkit_en.pdf
https://ec.europa.eu/transport/sites/transport/files/cybersecurity-awareness-poster.pdf
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